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Overview of PenTestPrompt 

"PenTestPrompt" is a unique application that enables users to: - 

• Generate highly effective attack prompts based on application context and potential threats. 

• Automate the submission of these prompts to target applications. 

• Log and evaluate responses using customizable keyword-based mechanisms. 

Whether you're a security researcher, developer, or organization safeguarding an AI-driven solution, 
"PenTestPrompt" streamlines the entire security testing process for LLMs. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

https://pentestprompt.ai/


Pre-Requisites 
1. Python Installation 

Check if Python is installed. If not, install it. 

  Run the following command in your terminal to check if Python is installed: 

  python --version 

  If Python is not installed, you will see an error message like Command 'python' not found. Go to 
the official Python documentation to download python based on your system configuration. 

  Verify the installation by running: 

  python --version 

  Recommendation: Python version must be >= 3.11. 

2. Virtual Environment (venv) [Optional] 

  Use Python's built-in venv module to create an isolated environment to ensure that the 
requirements for this application are containerized and don't conflict with any other. 

o Navigate to the project directory 

o Create a virtual environment 

  python -m venv venv 

  (Note: If you don't have python, run python3) 

o Activate the virtual environment: 

  If Linux/Unix Systems: 

  source venv/bin/activate 

  If Windows system 

  venv\Scripts\activate 

o Deactivating the virtual environment: 

  When you're done working, deactivate the environment with: deactivate 

 

 
  

https://www.python.org/downloads/


UI Toolkit 

This is the UI Version of the open-source tool. The detailed instructions for its usage are mentioned 
below: - 

Installing Requirements 
pip install -r requirements.txt 
pip install -e . 

This will install all the necessary requirements and setup the python package for running the UI 
Component. 

Running the Application 
streamlit run src/dashboard/main.py 

This starts the Streamlit server at localhost on port 8502 by default.  

To change the configuration, navigate to the .streamlit/config.toml file. 

For more information on setting default parameters, run streamlit config show. 

Configuring the "config.yaml" File 

You can update the below parameters in the "config.yaml" file from "src/config": - 

• Model Providers 

• Application List 

• System Prompt 

• Delay (between requests) 

 

 

Refer to the comments for any updates to the config.yaml file. 

  



Configuring the Model Parameters 

Select your Model Provider as below: 

 

 

Select the Model as shown below: 

 

 

 

 

 

 



Based on the screenshot below, add your Model Provider API key and configure the model. 

NOTE: The API key is saved only to the local Streamlit session state and not logged to any database or 
server! 

 

Above highlighted are 3 main configuration parameters of the model which are explained below: - 

• Temperature: It controls the randomness and creativity of the responses. Higher the 
temperature, more creative the model will be. Default value of temperature is set to 0.7 

• Top-P: It controls the randomness of the output by determining the subset of words to consider 
when generating the next word. Lower the value of Top-p, more deterministic the output and 
vice versa. Default value of top-p is set to 0.7 

• Max Tokens: It is the maximum number of input and output tokens that the model can use. If Max 
Tokens is kept too high, there are chances of hallucination while if it is set to too low, the prompt 
generation may not complete, throwing a JSON Invalid error. 

 

 

  



Application and Attack Details 

The attack type selection is a multiselect dropdown option for the user to select which attack types 
they want to incorporate in the prompt. 

The Attack types can be configured from "src/config/Attacks" folder where there is a .yaml file containing 
attack name and the corresponding prompt. This is helpful to reuse the designed prompts. To add a 
new attack type, simply add the attack name and its' prompt in a new .yaml file in the above folder. 

There is also an option to enter your own custom prompt in the textbox. 

Note: All attack types displayed, whether custom or pre-defined are completely editable on the text 
area shown on the screen. Thus, you can simply make modifications on the UI without the need to 
reconfigure the ".yaml" file for each attack. 

 

Based on the config file, user selects the application type. This list can be edited from the "config.yaml" 
file to add/modify application domains. Alternatively, user can select "Other" option and describe the 
application in the text area below. 

 

  



The application context as well as the system instruction can be edited like below: - 

 

The more detailed the description of the application, better the quality of prompts generated! 

Selecting the ideal number of prompts is very important to generate creative and unique examples. 
Based on internal testing, 20 to 500 prompts for each attack works best. The guide for selecting mode 
and number of prompts is shown in the screenshot below: - 

 

NOTE: Ensure that you have set sufficient max tokens limit else you will receive an error - response will 
not complete 



Based on the selected mode, the appropriate UI button is displayed. On clicking any button, during the 
processing - the UI screen freezes to make sure that the user does not toggle any of the parameters. 

There are 2 different modes: - 

1. Mode = Generate Prompts 

The UI screen freezes and a spinner indicates that process is going on: - 

 

Once the prompts are generated, the UI unfreezes and the below screen shows the expected output 
display: - 

 

We can either copy the prompts from the text area or click the download button to download the 
generated prompts. 

  



2. Mode = Generate Prompts & Evaluate Results 

If we select Generate Prompts & Evaluate Results mode, there is a widget to upload the request text 
file of the client application.  

This request file requires the below: - 

• Take the complete HTTP request (method, URI and body) in a text file 

• Next, modify the 1st line of the file according to the below format: 

<REQUEST_METHOD> <API_ENDPOINT_URL> <HTTP/VERSION> 

• Replace the body parameter where you want to inject the generated prompts with a special token 
###.  

 

 

 

 

 

 

 

 

 

 

 
  

POST https://www.target.com/chat HTTP/1.1   

Host: www.target.com   

User-Agent: Mozilla/4.0   

 

prompt=### 



The below image shows the evaluation logging. Notice how the UI has frozen as described above and a 
progress bar to showcase the progress of evaluation phase: - 

 

Once the evaluation is complete, the UI unfreezes and the below screen shows the expected output 
display: - 

 

User can select the mode: 

• Only Findings 

• All Results 

Based on the selected mode, user can click on the download button to download the CSV accordingly 
for further analysis. 

Thus, the entire testing flow of the application has been streamlined: - 

• generation of prompts 

• testing of these prompts on the client application 

• response evaluation 



CLI Toolkit 

This is the CLI Version of the application. The detailed instructions for its’ usage are mentioned below. 

Installing Requirements 
pip install -r requirements.txt (can ignore if UI is installed) 
pip install -e . 

This will install all the necessary requirements for running the CLI component. 

Running the Application 
python main.py -h 

This opens the help menu, giving detailed instructions on passing the input parameters. 

Configuring the "config.yaml" File 

You can update the below parameters in the "config.yaml" file from "src/config": - 

• Model Providers 

• Application List 

• System Prompt 

• Delay (between requests) 

 

 

Refer to the comments for any updates to the config.yaml file. 

 

 

 

 

 

  



Input Parameters 

model provider 

• Description: Select the AI model provider. This can be updated from the config.yaml file. 

• Required: Yes 

• Example: --provider OpenAI 

model 

• Description: Select the model you want to use from the chosen provider. This can be updated 
from the config.yaml file. 

• Required: Yes 

• Example: --model gpt-4o 

temperature 

• Description: Controls the randomness and creativity of the responses. While the range of the 
temperature is set in the config.yaml file, it is not a compulsory parameter and is taken as user 
input. 

• Required: No (Default: 0.7) 

• Example: --temperature 0.8 

top_p 

• Description: Controls the randomness of the output by determining the possible words to 
consider when generating the next word. While the range of the top_p is set in the config.yaml 
file, it is not a compulsory parameter and is taken as user input. 

• Required: No (Default: 0.7) 

• Example: --top_p 0.9 

max_tokens 

• Description: Maximum number of tokens for the model's response. While the range of the 
max_tokens is set in the config.yaml file, it is not a compulsory parameter and is taken as user 
input. 

• Required: No (Default: 4096) 

• Example: --max_tokens 8192 

api-key 

• Description: API key for the selected provider. 

• Required: Yes 

• Example: --api-key YOUR_API_KEY 

application 

• Description: Application type (1-N). The list of Application Types is taken from the configuration 
file, i.e. if there is a list of 7 applications, user can enter any integer value between 1 to 7. 

• Required: Yes 

• Example: --application 1 



application-description 

• Description: Describe the application for which you want to generate prompts. 

• Required: Yes 

• Example: --application-description "A chatbot for customer support" 

attack 

• Description: A Comma-separated list of attack types. The list of Attack Types is taken from the 
configuration file, i.e. if there is a list of 7 attack types, user can enter a comma separated string 
of any value between 1 and 7. 

• Required: Yes 

• Example: --attack "1,2,3" 

num_prompts 

• Description: Number of prompts to generate for each attack. 

• Required: Yes 

• Example: --num_prompts 50 

request_file 

• Description: Input txt file containing the sample request to be made to the client application API. 

• Required: No 

• Example: --request_file requests.txt 

special_token 

• Description: Special token in the body to be replaced with the prompts. 

• Required: No (Default: "###") 

• Example: --special_token "###" 

output_file 

• Description: Output JSON file where the request-response logs are saved. 

• Required: No (Default: "Samples/data.json") 

• Example: --output_file output.json 

response_checker_file 

• Description: Path to the txt file containing the keywords for evaluating responses. 

• Required: No (Default: "src/config/response_checker.txt") 

• Example: --response_checker_file keywords.txt 

report_type 

• Description: Type of report to generate (findings, errors, combined). 

• Required: No (Default: "combined") 

• Example: --report_type findings 

  



response_analysis_file 

• Description: Output CSV file where the response analysis is saved. 

• Required: No 

• Example: --response_analysis_file analysis.csv 

additional_prompts_file 

• Description: Output CSV file where the response analysis is saved. 

• Required: No 

• Example: -- additional_prompts_file additional_prompts.txt 

Example Usage 

1. Generate Prompts 

python main.py --provider <provider_name> --model <model_name> --temperature <temperature> --
top_p <top_p> --max_tokens <max_tokens> --api-key <api_key> --application <application_key> --app
lication-description <application_description>  --attack <attack_key> --num_prompts <num_prompts> 

This will generate {num_prompts} prompts for each attack type to be tested on target application. 
[NOTE: All the integer numbers can be interpreted based on the config file using the help functionality.] 

2. Generate and Evaluate 

python main.py --provider <provider_name> --model <model_name> --temperature <temperature> --
top_p <top_p> --max_tokens <max_tokens> --api-key <api_key> --application <application_key> --app
lication-description <application_description>  --attack <attack_key> --num_prompts <num_prompts> 
--request_file <request_file_path> --special_token "###" --output_file <output_file_path> --response_
checker_file <response_checker_file_path> --report_type <report_type> --response_analysis_file <res
ponse_analysis_file_path> --additional_prompts_file <additional_prompts_file_path> 

Apart from generating prompts for each attack type, it will use the request file containing API call to 
test these prompts against the client model and automatically evaluate the response using keyword-
based matching. Based on the report_type parameter, the corresponding logs will be stored as a CSV 
file for further analysis. The tool also supports adding your own custom prompts to directly evaluate 
them against the target application. 

In case of any issues, questions or suggestions, please write to us at contact@blueinfy.net!  

mailto:contact@blueinfy.net

